SO GD&PT BAC NINH CONG HOA XA HQI CHU NGHIA VIET NAM

TRUONG THPT HIEP HOA SO 4 Péc l1ap — Tw do — Hanh phtc
S6: 04 /KH-THPTHH4 Hoang Van, ngay 14 thang 01 nam 2026
KE HOACH

Tang cu’O'ng bao dam an ninh (AN), an toan théng tin (ATTT) mang va ing
pho su co an ninh mang (ANM) phuc vu })al hoi dai biéu toan quoc lan thir
XIV ciia Pang, cac dip I¢, tét trong nim 2026

- Can ctr cac van ban chi dao cua Trung wong, cua tinh va cta nganh Giao duc
vé cong tac bao dam an ninh, an toan thdng tin mang phuc vu Pai hoi bang lan thu
X1V va cac dip I¢, Tét nam 2026. Céng van cua co quan chuyén mon vé Viéc tang
cuong bao dam an toan thong tin, an ninb mang trong thoi gian trudc, trong va sau
Dai hoi bang lan the XIV va cac ngay I¢ 1on. Cam nang An toan su dung Internet
do co quan ¢6 tham quyén ban hanh; cong vin sé 73/SGDDT-VP ngay 10/01/2026
Vvé Viéc ting cudng bao dam an nlnh an toan thdng tin mang va tng phd su ¢b an
ninh mang phuc vu Dai hoi dai biéu toan qudc 1an tha XIV cua Bang, cac dip 18, tét
trong nam 2026.

- Cain cir ké hoach nhiém vy nam hoc va tinh hinh thyc té vé ha tang cong nghé
thong tin cta Truong THPT Hiép Hoa so 4.

|. MUC PICH, YEU CAU

1. Muc dich

- Chu @ong phong ngtra, phéat hién, ngan chan va xur ly kip thoi cac nguy co, su
co mat an toan théng tin, an ninh mang trong nha truong.

- Bam bao an toan tuyét ddi cho cac hé thng thong tin, dix ligu s, cong/trang
thong tin dién tu, cac phan mém quan ly, day hoc truc tuyen cua nha truong trong
thoi gian dién ra Dai hoi Dang lan thir X1V va cac dip I€, Tét nam 2026.

- Nang cao nhan thuec, trach nhiém va ky nang bao dam an toan thdng tin mang
cho can bg, gido vién, nhan vién va hoc sinh.

2. Yéu cau

- Thyc hién dong bo cac bién phéap ky thuat va bién phap quan ly.

- Phan céng ro trach nhiém cho tirng bo phan, ca nhan.

- Bao dam ché d6 truc, san sang tng pho khi xay ra su ¢6 an ninh mang.

I1. PHAM VI, POI TUQNG AP DUNG

- Toan bo hé thong ha ting CNTT cua Truong THPT Hiép Hoa sé 4.
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- Can b6 quan ly, gido vién, nhan vién va hoc sinh nha truong.
I11. NOI DUNG, GIAlI PHAP THUC HIEN
1. Cong tac tuyén truyén, nang cao nhan thirc

- T6 chuc tuyén truyén, phd bién cac quy dinh, khuyén cdo vé an toan thdng
tin, an ninh mang cho can bg, giao vién, nhan vién va hoc sinh.

- Long ghép ndi dung an toan sir dung Internet, mang xa hoi, thu dién ta trong
sinh hoat chuyén mén, sinh hoat 16p, hoat dong trai nghiém.

- Khuyén khich cén bo, giao vién, hoc sinh thuc hién nghiém cac nguyén tac
bao mat théng tin ca nhan, tai khoan so.

2. Biao dam an toan ha tang ky thuat
- Ra sodt, kiém tra toan b hé théng mang néi bo, may chu, may tram, thiét bi mang.

- Cap nhat day du h¢ dieu hanh, phan mém @ng dung; cai dat va duy tri hoat
dong caa phan mém phong chong virus, ma doc.

- Thuc hién sao luu dit liéu dinh ky ddi véi cac hé thdng quan 1y, hd so dién ti,
dir liéu quan trong.

- Kiém soat chit ché viéc két ndi thiét bi ngoai vi (USB, 6 ctmg di dong) vao
may tinh cta nha truong.

3. Quan ly, bao vé hé théng thong tin

- Tang cuong bao mét tai khoan quan tri, tai khoan nguoi dung; st dung mat
khau manh, thay doi mat khau dinh ky.

- Phan quyén truy cap pht hop ddi véi cac hé théng, phan mém quan ly.

- Kiém soét noi dung dang tai trén website, cong thong tin dién ti, cac nén tang
SO cua nha truong.

4. COng tac truc va &ng pho sw ¢o an ninh mang

- Phan cong can bo phu trach CNTT truc, theo~d6i,hé théng trong thai gian cao
diém (trudce, trong va sau Pai hoi Bang, cac ngay I¢, Tét).

- Xay dung va thyc hién quy trinh tiép nhan, xir Iy su ¢6 an ninh mang: phéat
hién — c6 lap — khac phuc — béo céo.

- Kip thoi phdi hop véi co quan chuyén mén, co quan chirc nang khi xay ra su
co nghiém trong.

5. Phong ngwra cac hanh vi vi pham trén khéng gian mang
- Tang cuong quan ly viéc str dung Internet, mang x& hoi trong hoc sinh.

- Phong ngtra, ngan chan cac hanh vi tung tin gia, thong tin sai su that, thong
tin xau doc lién quan dén Pai hoi Bang va cac su kién chinh tri quan trong.



3

IV. PHAN CONG TO CHUC THUC HIEN

1. Ban Giam hiéu

- Chi dao chung viéc trién khai ké hoach.

- Chiu trach nhiém trudc cp trén vé cong tac bao dam an ninh, an toan thong
tin mang cua nha truong.

2. B phan phu trach CNTT (d/c Trung)

- Tham muu x4y dyng, trién khai c&c bién phap k§ thuat bao dam an toan thdng tin.

- Thuc hién truc hé thdng, theo ddi, phat hién va xir Iy sy ¢b an ninh mang.

3. Céac to chuyén mén, gido vién chi nhiém

- Phéi hop tuyén truyén, gido duc hoc sinh vé an toan théng tin, an toan Internet.

- Quan ly viéc sir dung cac nén tang sé trong day hoc va sinh hoat 16p.

4. Hoc sinh

- Thyc hién nghiém cac quy dinh vé st dung Internet, mang x& hdi an toan, lanh manh.

- Khong ding tai, chia sé théng tin sai sy that, thong tin chua duoc kiém chang.

V. CHE PO THONG TIN, BAO CAO

- binh ky hodc dot Xuat bao céo tinh hinh bao dam an toan thong tin, an ninh
mang vé Ban Giam hiéu va co quan quan ly cap trén theo quy dinh.

- B4o céo ngay khi xay ra su c6 nghiém trong vé an ninh mang.

VI. TO CHUC THUC HIEN

Trén day 1a Ké hoach thuc tang cuong bao dam an ninh, an toan théng tin mang
va ung pho sy ¢6 an ninh mang phuc vu Dai héi dai biéu toan quoc lan thir XIV cua
bang, cac dip [¢, tét trong ndm 2026 cua Truong THPT Hiép Hoa so 4. Ké hoach
nay dugc trien khai den toan the can bg, giao vién, nhan vién va hoc sinh Truong
THPT Hiép Hoa so 4. Trong qua trinh thyc hién, néu c6 kho khan, vuéng mac, cac
bo phan kip thoi phan anh dé nha truong xem xét, diéu chinh cho phu hop.

Noi nhan: KT.HIEU TRUONG

- BGH (Ch{ dgo) - X

-TTCM, BTN, GVCN (t/h);

- CBGV truong (mail);

- CBTCNTT (t/b);
- Luu VT.

guyén Puc Toan
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PHU LUC I

BANG PHAN CONG TRU'C PAM BAO AN NINH, AN TOAN THONG TIN MANG

(Phuc vu Pai héi Pang lan thir XIV va cdc dip 16, Tét nam 2026)

Don vi: Truong THPT Hiép Hoa s6 4

e Noi dung truc ‘e . S
STT Thoi gian truc ATTT Ngudi phu trach Ghi cha
, L ae .| Ra soat hé thong
Trudce Pai héi Bang (tu T ~ (o
1 11/01/2026) mang, website, dit d/c Trung CNTT Bao cédo BGH
li¢u
.. .. ~. | G1dm sat truy cap, d/c Trung can bd

2 Trong thoi gian Dai hoi phét hién su ¢ K CNTT truc Truc 24/7

3 | SauDai hoi (07 ngay) g:faf‘“’ khdc phuc | 4 1ring CNTT | Téng hop béo céo

4 | Dip Tét Nguyén dén tTI:]‘IC an toan thong | og CNTT + BGH | Sn sang xit Iy

Luu y:

Can bo truc ATTT phai lubn ma dién thoai, email, sin sang tiép nhan va xu ly
thong tin.

Khi phét hién su c6 vuot thim quyén, bao cao ngay Hiéu truong va co quan
chuyén mon.
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PHU LUC I

KICH BAN UNG PHO SU CO AN NINH MANG
1. Muc tiéu
Phét hién som—xu ly kip thoi-giam thiéu thiét hai do su c6 AN mang gay ra.
Pam bao an toan hé théng CNTT, dix liéu va uy tin caa nha trudng.
2. Cac tinh hudng su c6 thwong gap
STT Tinh hudng su c6 Biéu hién

Khéng truy cap dugc, bi thay d6i ndi

1 | Website bj tn cong

dung
2 | Nhiém ma doc, virus May cham, mat di liéu
3 | Lo lot tai khoan Dang nhap trai phép

4 | Tin gia, thong tin xau doc | Lan truyén trén mang xa hoi

5 | Mat dir liéu Li hé thong, khong truy xuit dugc

3. Quy trinh &ng pho sw cd

Budc 1. Phat hién — Thong bao

- C& nhan phat hién sy ¢ bao ngay cho T6 CNTT.

- Ghi nhan thoi gian, hién tugng, pham vi anh huong.

Buwérc 2. Co 1ap — Khoanh vung

- Ngat két ndi Internet doi véi thiét bi/hé thong bi nghi nhidm.
- Tam thoi khoa tai khoan nghi bi xam nhap.

Buéc 3. Xu ly — Khic phuc

- Quét virus, ma doc; khoi phuc dir liéu tir ban sao luu.

- Khdi phuc website, hé théng tir ban sao an toan.

- D6i mat khau, nang cap bao mat.

Bwéc 4. Bdo céo — Phéi hop

- B&o cao Hiéu truong.

- Phéi hop véi S6 GD&DPT, co quan chirc nang néu su ¢b nghiém trong.
Buwdc 5. Rat kinh nghiém — Phong ngura

- Banh gid nguyén nhan.
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- Cap nhat bién phap phong ngtra, tap huan lai cho cén b, gido vién.
4. Phan cong trach nhiém khi xay ra sw cé

Poi twong Trach nhiém

Hiéu truong Chi dao xtr ly, b4o céo cap trén

Ph6 Hiéu truong Phéi hop diéu hanh, giam sét

Bo phan CNTT Xu ly ky thuat, khac phuc su ¢d
Van phong Quan 1y thong tin, van ban

GVCN Tuyén truyén, quan ly HS

Hoc sinh Thuc hién dung quy dinh, béo su ¢

5. Nguyén tac xir ly

- Nhanh chéng — Chinh xac — Pung tham quyeén

- Khéng tu ¥ phat tan thong tin chua duoc kiém ching
- Bam bao an toan dix liéu va bi mat nha nuéc

Hoang Van, ngay 14 thang 01 nam 2026
K.T HIEU TRUONG
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